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Abstract: Big data technology has brought spring to the establishment of
transportation network companies(TNCs), such as Uber in the USA and Didi in China
who provide the ride hailing service(RHS) which allows the individuals to act as
independent contractors serving customers via smartphone app. The RHS system
installed gigantic databases can store enormous data and its equipment can collect
various kinds of data at any time. Additionally, data analysis technologies in TNCs
such as behavioral analysis, heatmap optimization surge pricing and the automatic
order assignment mechanism, can make the RHS more efficient. However, along
with achievements big data technology offers, we are struggling for the ethical
problems including privacy, inequity and unsafety.
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1. Background and introduction
New big data technology, primarily is in the form of computing power and widespread
access to the Internet through computers and mobile devices. Many services can
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generate data and since data analysis has played important roles, analysis of
patterns and correlations can be used to interpret meanings behind the scene (Mai,
2015). A suitable example is as follows. The traditional taxi service requires drivers to
drive around the streets to find potential passengers according to their intuition and
the adoption of beckon-to-stop model, an order-taking oriented approach. In this
case, the application of electronic devices and high-end networking technology can
turn the traditional taxi patterns into predictable movements, eventually this can be
similar to forecasted automation (Zhou et al., 2016). To make this happen, an online
provider system for ride hailing service (RHS) can be used. It can play the role of
matchmaker, broker or intermediary between the potential passengers and the “third
party” private drivers (Ng, 2016). All services and systems should be integrated, so
that it is convenient to use and more efficient to get things done. Similar to smart
phones today, each smart phone can provide different functions beyond just calling
and receiving phone calls. While the technology has advanced, this phenomenon of
getting integrated product and services is unavoidable and is more common to
happen.
In general, an online provider system for RHS involves three parties: drivers, a
service provider (SP) and riders corresponding to driver mobile terminal, terminal
processing server, and passenger mobile terminal, as shown in the Figure1
respectively (Pham et al., 2017). Explanations for each component and how RHS
can function is described as follows. Both drivers and passengers can download the
smartphone apps, GPS and Network communication technology are used to collect
and transmit data to support the service. There are databases, network
communication module and trade processing module in terminal processing server
(Ng, 2016). The gigantic database contains all the information of participants, and the
information is delivered and received by the communication module in the drivers’
and passengers’ apps. Meanwhile, the trade processing module is responsible for
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the trading connection between drivers and passengers (Chen et al., 2017). The
collaboration of these parts makes the complete system run efficiently. Functionality
of this system is useful and convenient since it allows users to get a private car at
anywhere and anytime with lower costs than taxis via their smart phone apps. The
RHS can serve users the purpose of convenience to get private cars with lower
costs. However, there are some ethical concerns for the RHS system. Millions of
personal information can be obtained without any legal restrictions and with very low
cost. This means that service providers and drivers know details of their customers.
They can sell to any third parties under certain ways to cover their identities and
responsibilities from legal bidding. Private drivers and companies can get more
revenue and sources of income by providing these services. In some countries such
as China, drivers need to have a separate application authorized by the local
government in order to be on the list.
Ethical and privacy concerns are our focus of this paper, since the use of RHS
system can raise a couple of questions – how to use it without invading privacy; how
should we carefully handle confidential information; are users aware if sensitive
information collected and analyzed; what are recommendations next? In this paper,
we will present the all about the RHS and discussion about ethical issues with our
recommendation. The remainder of this paper is organized as follows. Section 2
presents a review of the related literature. Section 3 presents several methods of
data collection and application at different steps. Section 4 introduces three kinds of
data analysis technologies and their functions. Section 5 points out three ethical
issues: privacy, inequity and unsafety, followed by the solutions of scholars and us.
Besides, there are some difficulties to solve ethical issues. Finally, we conclude the
paper and provide directions for future study.
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Figure1 Structure of ride-hailing service system

2. Literature review
Users can fill in many sensitive-personal information when they register in ride-hailing
app (Li et al., 2011), GPS sensors can capture substantial raw data during the trip at
any time (Zhou et al., 2016). Both these two kinds of data are used for matching
passengers and drivers before the trip (Chen et al., 2017). Besides, GPS big data
help the travel via an online anomalous trajectory detection method concluding two
steps, which includes creating route recommendation algorithm to choose route, and
real-time ongoing trajectory respectively (Zhou et al., 2016).
The customers’ behavioral analysis is a popular data analysis method in RHS to
explore potential knowledge from analyzing the huge amount of source data (Khade,
2016). It helps the companies to imagine their users in a more fully dimensional way
(Taylor, 2017), and thereby providing better service or for other commercial activities
(Khade, 2016). For example, RHS can distinguish whether drivers are work
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commuting drivers or essentially converted taxi vehicle drivers through their
behavioral patterns (Yongqi Dong et al., 2017).
In general, surge pricing mechanism in RHS is mainly determined by the real-time
supply and demand(S&D) (Cachon et al.,2017). TNCs collect and analyze such
internal data that reflect real-time (S&D) to calculate price elasticity (Cohen et al.,
2016). Iguazio (2017) points out that surge pricing is also related to external data
sources such as weather and broadcast. Heatmap is an efficient tool used by TNCs
to show the (S&D) to drivers, it can maximize drivers’ profit as well as reducing
waiting time of customers (iguazio, 2017).
Once the request of potential passenger is released, platform automatically matches
the drivers and passengers according to matching algorithms (Dong et al., 2018).
The dynamic ride matching problem is intractable, and many scholars have
discussed different matching algorithms (Qian et al., 2017). In general, the distance
between customers and drivers, weather, timestamp, response of others, and the
local supply and demand have impact on the order assignment of RHS (Chen et al.,
2017).
Privacy is a tough problem in RHS. Insecurity data storage of TNCs is the direct
cause of the privacy threat (Pham et al., 2016). Processing and analyzing data in
service can obtain potential knowledge in different areas which have high value of
utilization to commercial enterprises and state agencies (Zhou et al., 2016). Mai
introduces the privacy datafication model that the analysis of already available data
enables others to generate new insights through (Mai, 2015; Pham et al., 2016)
propose a privacy-enhanced service called “PrivateRide” including four cryptographic
tools, it can protect passengers’ anonymity and location privacy, while maintaining
most of the benefits of current service providers. (Yang et al., 2018) take the big data
technology and design a keyword match based on updating mechanism, which runs
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the updating as well as ensuring the privacy security. (Banerjee et al., 2017) highlight
the government’s responsibility in identification, monitoring and examination the data
to solve privacy issue.
There are many reports about public worry that customers are unfairly discriminated
because of dynamic pricing, and many people call these actions price gouging
(Cachon et al., 2017). Steven considers that the surge pricing is important to keep
the effectiveness of the market, but the public cannot understand it. He proposes to
change public opinion which requires government’s help (Suranovic, 2016). Zhou
(2016) also suggests lowering the price ceiling along with adding bonus points to
offset customers’ overpaying and thus alleviating inequity.
The car reservation model of RHS requires drivers to act as multitasking workers
who need to operate phones frequently while driving (Tang et al., 2017). It leads to
drivers’ distractions, which can increase the rate of accidents (B Weinstein, 2014).
Besides, having a call during driving also brings negative performance of drivers
(Fitch, 2013). Baptiste and David invent a new patent, which can inhibit the operation
of electronic device when the speed of vehicle is higher than normal standard
(Baptiste, 2011). There is also a front-facing smartphone camera can be used to
detect distracted behavior of drivers while driving, and the application can take
actions to stop the use of mobile upon detection of risky behavior (Wigton and
Garner Iii, 2016).

3. The data collection and application in ride-hailing service
3.1 Match of passengers and drivers
There are large amounts of data in various types for RHS (shown in Table1), and
many ways can be taken to obtain these data. The simplest way is that when riders
or drivers register their accounts in ride-hailing apps, they need to fill in a lot of
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sensitive-personal information. For example, users are required to fill in their
telephone number, name, gender, birth, occupations, identity card and drivers are
also required to provide their driving licenses including their family address (Li et al.,
2011). All these information is stored in the gigantic database of terminal processing
server shown in Figure1. Moreover, the GPS sensors installed in the smartphones
can capture a substantial amount of GPS raw data during the trip at any time, which
contains the data about the situation of the vehicles, such as geographical location
information, the speed trend, timestamp, and the state of occupation (Zhou et al.,
2016). These two kinds of data are important for matching passengers and drivers.
Explanations for the matching process is as follows. A passenger will use the GPS
coordinate set in the smartphone app to find whether there is a spare capacity
available and then sends request to the terminal processing server through
communication module. After receiving the order, the server will make an algorithm
according to the passenger’s preference (wiling to have car sharing), the distance
between car and customers, whether there is a driver to take the order already, then
filtrate the most suitable car for the passenger and deliver the notice of order to the
driver. After the driver’s confirmation, the server will retrieve the data of the car
including license plate, name, location, unoccupied seats, telephone number from the
database and then deliver it to the passenger (Chen et al., 2017). There has been a
connection between the two entities until the end of the journey.

3.2 Online anomalous trajectory detection
The GPS big data can help the travel via an online anomalous trajectory detection
method consisting of two steps, and new data will also generate during the trip and
after the trip. In the first step, when a passenger enters a car, the GPS module
automatically locates the current position, and the destination has been sent by the
passenger through the communication module at the beginning. A set of route
candidates between these two points are calculated based on analysis of many
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historical trajectories stored in the database system of GPS. In the second step, the
new vehicle trajectory is detected in real time, and TNCs can also do behavioral
analysis on the trip (such as estimating whether drivers have cheated on the
passengers by comparing the driving routes with the GPS recommendation routes) to
check whether this trip is abnormal to ensure the quality of the service (Zhou et al.,
2016). There are always new trajectory and behavioral data generating during the
whole trip. Finally, when the trip is completed, passenger and drivers can rate each
other to show their feelings and suggestions (Cetin and Deakin, 2017), which is
valuable data to indicate the performance of users to TNCs, who can analyze these
data to optimize the service. For example, if some passengers are dissatisfied to a
driver and give him low ratings, the TNCs will dismiss the driver.

Table1 Diverse kinds of data in RHS

4. The data analysis in ride-hailing service

4.1 Behavioral analysis behind the Uber’s discovery
There is an interesting psychological phenomenon of passenger behavior. The
remaining money and service fees left on their smartphones are the determinant for
potential customers to ask for Uber’s service or decide to wait for the fare to drop in
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rush hours. Uber has adopted the use of behavioral analysis to forecast passengers’
spending, routes and preference, which have triggered the public criticism that the
data collection policies of RHS go far beyond the basic information (Fedde, 2016).

The customer behavioral analysis is a popular data analysis method in the big data
era, where the volume of raw data from the digital world is rapidly increasing. It helps
companies to explore the potential information from the huge amount of source data
through observing the behaviors of users and analyzing their motivations (Khade,
2016). It can be concluded that behavioral analysis is an effective way for companies
to understand their customers and then provide right service at right time. However,
many companies have difficulty in behavioral analysis presently due to the shortage
of data, while it is not a problem for TNCs. Because as mentioned above, the TNCs
have many high-tech means to collect the massive volumes of data. Hence, they can
use data analysis methods to turn raw data into useful information, such as the
behavioral data of users which can help to imagine them in a more fully dimensional
way (Taylor, 2017), and thereby providing better service or for other commercial
activities such as improving sales, advertising, market optimization and many more
applications (Khade, 2016). For example, from the viewpoint of individual behavioral
data, TNCs can identify two kinds of internet-based ride-sharing drivers through
analyzing users’ raw event data. The data analysts analyze the data such as the
service period, the length of service time, the trip location provided by drivers to
distinguish whether they are part-time drivers (work commuting) or full-time drivers
(essentially converted taxi drivers) (Yongqi Dong et al., 2017). Based on this
classification, TNCs can predict the supply of RHS in different time (the specific use
will be discussed below).

4.2 Pricing mechanism based on data analysis
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The pricing mechanism of RHS is different from the traditional taxi industry, which
can be realized by data analytics. Most TNCs take surge pricing while taxi’s fare is
fixed. In general, the determinant of pricing mechanism is the relationship between
the supply and demand of RHS (Cachon et al., 2017). Hence, TNCs observe and
analyze various kinds of internal data (e.g. geographic region, time and date, rider id,
quantity of orders, waiting time) to reflect the supply and demand of RHS in various
places at different time periods. To be specific, the number of rider id can reflect the
supply and the quantity of orders can reflect the demand in those regions. The
waiting time can be treated as the measurement of demand-and-supply, the longer
the waiting time, less the supply. Besides, TNCs are not only concerned about every
trip taking RHS, but also focus on customers who have not made the requests for
RHS finally after searching in the apps. Because this can reflect that to which degree
can consumers accept the surging prices, it is also a crucial part of pricing
mechanism (Cohen et al., 2016). Furthermore, surge pricing is also related to
external data sources such as broadcast, the weather conditions and social network
(Iguazio, 2017). Because these external data also have impact on the supply and
demand of RHS.
Heatmap is a color-based graphical representation of big data (Alexandre Perrot et
al., 2017) and it is always used by TNCs to show supply and demand of RHS. The
intensity of the color represents the customers’ demand, the darker color shows that
more passengers are request for RHS and they must pay surging fares at that time
(Cohen et al., 2016). Heatmap can improve the decision-making process of drivers,
and then maximize their profit as well as reducing the waiting time of customers
(iguazio, 2017). Because many RHS apps can display the local real-time heatmaps
to drivers which tells them where have more potential passengers and can
incentivize them moving from over-supply regions to over-demand regions, thus
bringing more business to them (Ke et al., 2017).
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4.3 Order assignment based on data analysis
As mentioned above, the application of location-based service(LBS), communication
technologies and GPS positioning efficiently solves the information asymmetry
problem between drivers and passengers in RHS and makes it much easier for them
to know the need of each other (Dailey et al., 1999, Levofsky and Greenberg, 2001).
All these technologies are work together to operate the order assignment mechanism
in OHSPS, which acts as matchmaker between private drivers and potential
passengers. As mentioned above, the general RHS operates as follows: people who
plan to have trips release their trip information including starting location, destination,
numbers of passengers and their preference (willing to share car with others) on the
ride-hailing platform. The ride-hailing platform then automatically matches the drivers
and passengers according to the matching algorithms and send the matched itinerary
information to both drivers and passengers (Dong et al., 2018). The large-scale
dynamic ride matching problem is complex and intractable, and there are many
scholars discuss different matching algorithms (Qian et al., 2017). Although this
problem is still understudied, we can be sure that the data analytics is indispensable.
In general, when receive requests, TNCs will analyze requests according to a huge
amount of data such as the distance between two entities (customers and drivers
nearby), weather condition, timestamp, responses of other customers’ requests and
drivers, and the real-time supply and demand condition also has impact on the order
assignment (Chen et al., 2017). During this process, large-scale calculations are
carried out, different methods and algorithms such as short-term passenger demand
forecasting, surge pricing and path planning algorithms can be taken to assign orders
between passengers and drivers in the dynamic ride-sharing (Qian et al., 2017).

5. The ethical issues in ride hailing service
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RHS offers a new kind of sharing economy which has been favored by customers
since its better performance, convenience and lower price comparing with the
traditional taxi industry. However, there are some ethical problems about the RHS
cannot be ignored. We will discuss these problems below.

5.1 Privacy
5.1.1 Privacy issue caused by insecurity of data storage
First, privacy concerns can make some people, organizations and countries nervous
about who owns the data, how data will be used, and whether data will be sold,
leaked, manipulated or abused for various “unthinkable” purposes. As mentioned in
previous sections, there are many ways for TNCs collecting various kinds of data and
the quantity of data can contain millions and billions of user information. Furthermore,
some data can reveal significantly more about private and personal information. For
instance, the data filled in the app when users registered can reveal their personal
telephones, living places, genders, ages, jobs; and the trip data can reveal users’
social activities such as frequency, locations and expenses related to shopping,
dinning and watching movies (Pham et al., 2017). However, it is very difficult to for
TNCs to store such big data and is easy for them to suffer from data leakages, which
pose a great threat to users’ privacy. There are several reports about the cases of
privacy invasion caused by insecurity of data storage. For example, the employees in
TNCs stealing sensitive data and violating individuals’ interest illegally for
entertainment (Hill, Oct 3, 2014 ) or revenge (Guynn, 2014).

5.1.2 Privacy issue caused by data analysis
In big data era, TNCs cannot only get the information that directly available, but also
can access much deeper information through analyzing the raw data. The Uber’s
discovery about the relation between phone batteries mentioned above is a typical
case to violate passengers’ privacy through data analysis (Fedde, 2016).Uber
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company discloses passengers’ psychological privacy and make use of this for
business purposes. As TNCs do much behavioral analyisis every day, it hard to
imagine how much do they understand RHS users. Besides, the giganitic database in
OHSPS contains enormous data and other devices also capture data all the time.
Hence, it is easy for TNCs to take many other methods of data analysis, which
further deepens the possibility and seriousness of privacy invasion. Though data
collection and processing seems to be compulsive without considering human
right(Bruce Weinstein, 2014), it can bring much benefits to TNCs and others.
Specifically, except for having some interesting discoveries as Uber did, it is also
possible for TNCs to get the knowledge in different areas such as the commercial
behaviors, the traffic network dynamics and the rule of people’s lifestyle, moreover,
various value-added applications like commercial advertising, traffic management
and personalized service (Zhou et al., 2016). Hence, data is a valuable resource in
the big data era ('The World's Most Valuable Resource,' 2017), and the results of
data analysis can be treated as intangible assets to sell to the third parties for profit.
This can be concluded by the privacy datafication model, which means that after
analyzing and processing the already available data, others can obtain new
knowledge or useful information. But these processes are not understood or
permitted by the data owners (Mai, 2015)

5.1.3 The recommendations to privacy issue
There are many technologies can be used to enhance privacy protection in RHS,
such as using secure multiparty computation, which requires participants in
calculations based on their respective secret input, it can set up an anonymous
between customers and drivers (Ran, 1996). However, it is always impractical to
apply them to the RHS for some reasons, such as their complexity or impracticality to
implement; the difficult of charge a commission per ride for SP without enough
information. Hence, Pham and other researchers introduce PrivateRide which
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focuses on balancing the privacy of passengers, the convenience of services and the
benefits of the SP, passengers and drivers are anonymously informed about the trip,
only part of the ride information is revealed to the SP (Pham et al., 2017). It combines
four cryptographic tools for ride-hailing settings to properly protect privacy of riders
and drivers. Besides, privacy issue can also be solved by big data technology.
Considering the homogeneity of the privacy issue of data, learning from other
industries is also advisable. A privacy-preserving system is proposed in health care
industry, which combine Internet-of-things (IoT), big data and cloud storage. It also
includes special encryption technique on IoT messages by using the IoT group key.
The scholars design a keyword match based on updating mechanism, which can
make the updating as well as ensuring the privacy security (Yang et al., 2018).
Moreover, the solution to the privacy issue is also dependent on government
departments,who can create a “watchdog” unit to indentify and monitor the different
data collected. government also take the responsibility of examination the use of
data(Banerjee et al., 2017).
Although data collection and analysis in RHS have violated the privacy, on the other
hand, processing and analyzing the vast data can lead to a better society in some
ways. Huge mobile data provide new perspectives and methods for measuring
economic dynamics that are widening the areas of social science and economics (Lei
Dong et al., 2017). For example, analyzing the trajectory data of GPS module in RHS
helps traffic control department better understand the road network dynamics so that
officers can better manage transportation and take efficient project for roads design
to reduce traffic congestions (Babar and Arif, 2017). Hence, it is advisable to utilize
privacy when necessary instead of using various technologies to totally forbid it or
just reveal only little part of it. What’s more, TNCs must ensure that these data sold
to agencies are used in the proper channels and have contributions to the society.
Meanwhile, the participants in RHS should understand every activity related to their
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personal data. Besides, when riders and drivers register their RHS accounts, they
also need to deeply understand and voluntarily sign an agreement about the transfer
of their privacy right including the detailed purposes. Finally, the full process should
be monitored by government agency.

5.2 Equity
5.2.1 Inequity of surge pricing
When we discuss about equity, as mentioned above, another distinct function of RHS
is on surge pricing mechanism, which sets pricing according to the real-time local
supply and demand situation and that means consumers will pay different fares for
the same route but in different time. The based price (what we call the “no surge” or
“1.0x” price) and surging multiplier are determined by TNCs (Cohen et al., 2016).
However, there are many reports about the public has worried that customers are
unfairly discriminated because of dynamic pricing (Cachon et al., 2017). In general, if
the offered capacity exceeds demand, providers share the available demand equally,
and if the offered capacity is less than demand, then demand is randomly assigned,
consumers are also likely to receive the scarce service equally (Cachon et al., 2017).
But surge pricing mechanism breaks this equity because it allows drivers to only
provide services to those who can pay more money, while the poor individuals will
lose the right of receiving services. It makes RHS the same as auctions, where the
highest bidder can get the treasures. However, transportation is the necessities of life
rather than the luxury used to auction. Moreover, the TNCs can make more profit
from the surge pricing. Hence, it fuels the public anger, and customers always
accuse it of a price gouging which is conducted by the callous merchants for
profiteering (Suranovic, 2016).

5.2.2 Inequity issue and market mechanism
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We are struggling for the inequity issue. Considering the large-scale of RHS
currently, the government’s intervention and management of surge pricing in the ride
hailing market is the most effective solution the unfair issues. To be specific,
government agency can control the pricing mechanism of RHS by forcing it to take
the same pricing as taxi industry and issue price gouging price in this industry
(Gallick and Sisk, 1987). These political works will assuage irritation of consumers,
but at the costs of adding extra burdens on everyone. That is, participants will suffer
avoidable losses in the pursuit of fairness (Suranovic, 2016). Because the rising
pricing can attract more drivers to high-demand positions which is helpful to reduce
the waiting time of passengers. Moreover, the price will go down with the increasing
number of suppliers (Zha et al., 2017). It is beneficial to equalize local supply and
demand, and the RHS will thereby be allocated in a more efficient manner. From an
economic point of view, surge pricing can bring economic efficiency which refers to
the limited supply should be firstly allocated to the most valuable uses and then to
lower valued users, thus maximizing the depletable resources. This is particularly
remarkable when people realize the rule that their favorable outcomes generate from
the pursuit of profit by enterprises and utility by consumers instead of controlled by
any central direction (Cachon et al., 2017). Hence, surge pricing is inevitable from the
standpoint of market mechanisms. Furthermore, the price gouging laws are also not
desirable because policy analysis requires more than a survey of public sentiment,
and benefit of it must be weighed against the risk of it (Giberson, 2011).
Nevertheless, the willingness of market participants to accept the surge pricing
mechanism also has impact on the effectiveness of it. Hence, it is necessary to
change the public strongly negative sentiment on surge pricing and help them
recognize the fact that the TNCs not only operate for profit but also provide a public
service which is beneficial for social development. To perform this arduous task, it is
advisable to have better education on the RHS users in economic courses and the
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government has the obligation to persuade people to accept the rule that the free
market in RHS is necessary (Cachon et al., 2017). In addition, reducing the

price ceiling and adding some bonus points can be helpful to offset
passengers’ overpaying and thus alleviating their negative emotion to surge
pricing as well as reducing the degree of unfairness (ZhaoxiZhou, 2016).
Furthermore, big data analytics technologies can be used to do an experiment
about the effect of surge pricing which is more persuasive.

5.3 Safety
5.3.1 Safety issue caused by order assignment of RHS
Finally, we talk about the safety issue in RHS. The application of high technology
(e.g. GPS, LBS) brings the online car reservation of RHS and the data analytics
makes the matching algorithms more accurate, drivers just need to drive to the
locations of passengers after receiving the notice of orders, which is much more
convenient and efficient than the beckon-to-stop model of traditional taxi. However,
we worry about its safety issue because the generation and transmission of orders
information are totally relay on electronic equipment, and thus requiring drivers to act
as multitasking workers who are notified immediately of passengers’ riding request
and then they need to operate their phones frequently while driving to deal with
orders as soon as possible and thus providing high-quality service (Tang et al.,
2017). As a result, multiple driver distractions highly increase the rate of having traffic
accidents (B Weinstein, 2014). Specifically, during the service process, drivers need
to do visual-manual tasks, they need to local the phone, looking at the screen and
touch the keys to response to passengers from time to time. While these behaviors
transfer the drivers’ attention from road condition to the ride-hailing business which is
risky and is potentially deadly for ride-hailing participants, or even the passersby
(Institute, 2013). Additionally, drivers usually need to call customers if there are
17

misunderstandings (such as the ambiguous location information because of the
inaccuracy of GPS coordinate). Having conversations on a cell phone during driving
can negatively affect driving performance and bring undesirable effects on the driving
safety (Fitch, 2013). Though the phonetic functions enable drivers free their hands,
they must deal with the receiving messages and responding to them which can still
distract their attention to the traffic condition (B Weinstein, 2014).

5.3.2 The recommendations to safety issues
Though the distraction of drivers is quite serious issues, which pose threat to the
safety of the drivers and passengers, it is impractical for implement of ride-hailing
service without the use of mobile device at present. Consider the efficiency of this
service, it is better to adopt measures to alleviate safety issue instead of totally
prohibiting using mobile device. Considering the high driving speed is another reason
for traffic accident, it is better to encourage drivers to slow down when they distracted
from driving. Baptiste and David propose an invention, which has an anti-distraction
system to detect vehicle speed and to inhibit the operation of any electronic device
that can distract a driver. The operating principle of it is when detecting the speed of
car is above the presetting safe speed, another system will work to inhibit the
operation of electronic device (Baptiste, 2011). Then the messages from ride hailing
platform or passengers will not be shielded until the speed of driver slows down. In
addition, another patent is about detecting the distracted behavior by hightechnology. It describes an invention which mainly using a front-facing smartphone
camera to detect distracted behavior of drivers while driving. Upon detection of risky
behavior, the application would take some actions such as locking the mobile screen
or buttons to prevent drivers using electronic devices that distract them. Only when
the car is stopped or pulled over for a time can the drivers reuse their cell phones
(Wigton and Garner Iii, 2016).
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Although the probability of traffic accidents caused by drivers’ distraction is likely to
be reduced by the solutions above, these inventions are complex and difficult to
implement since it requires a large amount of research work and the big data
analytics should secure patents. As a result, it is possible for TNCs to reject the
application of these patents because of excessive cost. Moreover, it is undeniable
that the application of these patents will bring inconvenience to drivers and
passengers. Hence, government participation is necessary. Government should force
TNCs to install systems that alleviate the negative effect to individuals caused by
electronic device. In addition, government also have the responsibility to educate the
drivers and passengers about the necessity and feasibility of these systems.

6. Conclusion
In the big data era, human beings are beginning to realize the importance of data and
the contributions of data analytics to improve efficiency. TNCs use electronic
equipment and network technique to collect and store various kinds of valuable data.
The GPS raw data help the system to match drivers and passengers; it also helps
create a route recommendation algorithm that can calculate the most feasible route
for the journey. The purpose of trajectory detection method is far beyond the
monitoring purpose, since it offers an efficient way to obtain large amount of new
data. Behavioral analysis turns raw data into useful information and thus helping
companies deeper understand their users. Besides, surging pricing based on data
analytics can equalize the demand and supply and thus making the service more
efficient. Moreover, big data analytics generates the automatic order assignment
mechanism, which can solve the information asymmetry between driver and
passenger and makes the trips more convenient.
However, data manipulation policies in TNCs go far beyond basic data and cause
ethical issues inevitably. Imperfect data protection mechanism causes the data
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leakage, and the effectiveness of data analysis makes the privacy problem more
complicated. Many technical solutions can solve privacy issue but hinder the social
improvement. Therefore, analyzing private data is indispensable but it should allow
ways to ask permission of relevant persons. Additionally, the surged pricing also
causes the dilemma between equity and market mechanism. Since surged pricing is
unavoidable, what we can do is taking actions to alleviate inequity. Moreover, the
order assignment mechanism lead to the drivers’ distraction and increase the rate of
accidents. To resolve the unsafety issue, many scholars have invented some
complex patents. However, they require government’s power to implement and
participants’ understanding of its urgency on top of inconvenience. In conclusion,
data analytics makes RHS more efficient, while the ethical problems of it are more
complicated and inescapable in the big data era. Further study is exploring more
ethics potential problems of data analytics in RHS and trying to relieve contradiction
between development and ethical issues.
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